Active Directory

Ipu ucnonb3oBannu apropusaruu Active Directory (AD), cepsep ucrionszyer NTLM v2 u LDAP npoTokossl, Aj1s aBTOPH3ALUH TT0JIb30BaTeNeH
Haxomsiumxces B Active Directory. [Iporiecc aBTopu3aiuy IPOUCXOANUT 3a 5 [IaroB:

0)

. ApxuBa aBropusyercs ¢ Active Directory nmpu nomoIu cirye0Horo akkayHTa (anee OyJeT MHCTPYKIHMS 110 CO3aHHI0 TAKOI0 aKKAayHTA)
. ApxuBa uuier nojb3oBareins B Active Directory ucrnonb3ys J0rus

. ApxuBa cOIOCTaByIsAeT (ABTOPU3YET) JIOTUH II0Ib30BaTElIs U IPEIOCTABICHHBIN apoIlh

. ApxuBa Ha3HAYaeT POJIb COITIACHO JIOTUHY M HACTPOCHHBIM IIPaBaM

. ApxuBa U3BJIEKAET OYTOBBIN ALIMK MOJIb30BaTes U3 arpudyra LDAP, 3aqaHHbIX B 1OJIE VIS TOUCKA

[ N

Ecnu BBl epexoute ¢ Oosee paHHeil Bepcun ApXUBa, BBl JOJDKHBI 3HATh, YTO MEXaHU3M aBTopu3anuu 0bu1 n3mener ¢ Kerberos na NTLM v2
ABTOPU3ALHIO.

ITP OBHOBJIEHUMMU: Ecin BBl 0OHOBIISIETECH C PAHHUX BEPCHil APXUBA, BBI JIOJDKHBI 3HAaTh, YTO MEXaHU3M aBTOPH3ALMU APXUBA HOMEHSIICS
¢ Kerberos na NTLM v2 aBropuszanuio. [lins NTLM v2 aBropusanun HeoOX0AUMO, YTOOBI CEPBHCHBII y4eTHas 3alIMCh OblLIa yYeTHOM 3alUChI0
KOMIIBIOTEpa, a He 0OBIYHOr0 IoJb30BaTels. I109TOMY, 11 yCTaHOBKH/OOHOBIICHHS, BaM HEOOXOAUMO CO3/1aTh yIETHYIO 3allUCh THIIA
komIbioTep B AD, ycTaHOBHTB 1apoJjib 3TOM Y4ETHOI 3aIKCh € MOMOIIBIO PEAIOCTABISEMBIX CKPHIITOB, M H3MEHHTE YYETHYIO 3aIUCh B ApXHBa
Ha service$@business.local. 3nak $ B UPN o603Hauaet, 4To 3T0 yueTHas 3alliCh TUIIA KOMIBIOTED (B IPOTHBOBEC YUETHOM 3aITMCH THIIA
nosibp3oBarensb B AD).

Ione Onucanue ITpumep
DNS Cepgep 1P IP Bamero cepsepa DNS 192.168.0.1
azpec
Active Directory IMonHoe nomenHOe UM cepsepa Active Directory active.business.local
Cepsep Ajnpeca
Bind DN OTnuunTenbHOE UMs pacnonokenus B AD, rie ApxuBa JOJDKHBI Ha4aTh TIOMCK dc=company,dc=com
JloruH Ha uyTeHHE IMonxoe nomennoe umst (FQDN) cepBrcHOl ydeTHOH 3anuch KoMmmbioTepa B AD. service$@business.local
LDAP
ITapons ITaponb cepBUCHOM y4eTHOM 3annCh KOMIBIOTEPA
Email Attribute ATpuOYT I/1e COAEP>KUTCS JaHHBIE O TIOYTOBOM aJIPECE IOJIb30BATES ProxyAddresses
3HaueHne cooOmeHnst  PeryisipHoe BEIpakeHHE ¢ IIOMOIIBI0 KOTOPOT'0 U3BJIEKACTCS IIOYTOBBIH aJpec MOJIb30BaTENs U3 SMTP:(*.)
Email Attribute.
Bind Attribute JanHblii aTpuOyT MCHONB3yeTCs Ul ITOMCKa JoruHa nonab3oarens B AD LDAP. Ocrasbre nannbiii  SAMAccountName
aTpubyT 6€3 N3MCHEHHUIH, IS HCIIOIb30BAHMS apeca IEKTPOHHON MOYTHI B JIOTHHE, HITH
HCTIONBb3YHTE JII000H IPYyroil Hy)KHBII BaM aTpHOYT.
NTLM SSO (emunbiii  Korma NTLM aBoTpu3anus BIroYeHa, ApXHBa HCIONB3yeT eauHsblil Bxox (SSO) ceccun Disabled
apoJib Ha BXOJ) T0JTb30BATES.
aBTOpU3ALHS

B mermsx aBropusanuu B Active Directory, ApxuBa TpeOyeT, 4ToObI HOBasl ydeTHas 3aIiCh KOMIIbIoTepa OblIa co3ana B Active Directory i mapois Juist
YYETHOU 3aIUCH YCTAHOBIICH. XOTh U BO3MOXKHO CO3JaTh HOBBIN KoMmIbroTep B Active Directory Users And Computers ¢ moMoIIb0 rpagu4eckoro
nnTepdelica, HO K COXKAICHUIO 33/1aTh HapOoJIb JAaHHON yUeTHO! 3aIHCH C IIOMOIIBI0 rpaduueckoro HHTEpdeiica HEeBO3MOXKHO. JIJIs 3TOTO BBIIOIHHTE
ckpunt VBS kotopsrit HazeiBaeTess ADSetupWizard.vbs BXoAUT B cocTaB yCcTaHOBOYHOTO nakeTa Apxusa. CrieHapuil He0OX0JUMO BBIIOIHATE C IPaBaMH
aJIMHHHCTPATOpa JOMEHA, OH aBTOMATHIECKU CO3/1acT yYETHYIO 3alIUCh KOMIbIoTepa B Active Directory 1 ycTaHOBHTE ITapoJIb Ha JaHHYIO YUETHYIO
3amuch. B 3aBepIIeHNN JaHHBIA CKPUIIT BBIBEJET BCE IapaMeTphl KOH(PUTypaIuy, KOTOPbIE BBl CMOJKETE HCIIOIb30BaTh B HACTPOIKe ApXUBa.

Ipouenypa HacTpoiiku aBropusauuy Active Directory ocyILecTBIIsIeTCs CIIeIyIOMUM 06pa3oM:

~

. BanoruHTech Ha cepBep KOHTPOJLIEpa JOMEHA
. 3anycrure ckpunt ADSetupWizard.vbs

1
2
3. Crenyiite MOMOIIHMKY YCTAaHOBKHM JUIS CO3/IaHUS CEPBUCHON YUETHOM 3aIICH KOMITBIOTEPA M YCTAHOBKH IApOJIsl VIS 3TOM y4yeTHoit 3anucu B AD
4.
5
6

Iocne 3aBepiienus paboThl CKPUITA, CKOMUPYITE JaHHBIE KOTOPbIE OH BBIBEAET

. 3aiinure B koHCONIL ApxuBa - Hactpoiika - ABTopu3auus
. Boibepure aBropuzauuio Active Directory u BBenute He0OX0gMMbIC 3HAUCHHS (II0JIb30BATENb U MAPOJIb MOXKET OBITH CKOMUPOBAH U3 PE3YIIbTATOB

paboThI CKpUITA)

. Haxxmure "Ha3naunTs HOBYIO pouis" U co3maiite CBs3b MEXIy POJbio B ApxuBa u arpubyToM B Active Directory

Ecnu npu Bemmonnenun ckpunrta ADSetupWizard.vbs nosiBunacek onmoka “AccessDenied 80070005, Heo6X0AUMO BPEMEHHO BBIKIIIOYHTD


https://docs.archiva.ru/download/attachments/1278280/ADSetupWizard.vbs?version=1&modificationDate=1363353722000&api=v2
https://docs.archiva.ru/download/attachments/1278280/ADSetupWizard.vbs?version=1&modificationDate=1363353722000&api=v2
https://docs.archiva.ru/download/attachments/1278280/ad_scripts.zip?version=1&modificationDate=1363352192000&api=v2

Windows UAC Ha KOMIIbIOTEPE I/1¢ BBIIOIHACTCS JAHHBIA CKPHIIT.

@ Ecau Bo3HuKatOT 1poGuieMbl ipy BeinosnHeHuu cpunrta ADSetupWizard.vbs, kak aJlbTepHaTUBHOE PEIICHUE Bbl MOXKETE BPYUHYIO CO3/1aTh
HOBBII KoMIbroTEp cpenactBamu Active Directory Users and Computers. ITocie storo, 3anmyctuts ckpunt SetComputerPassword.vbs s
YCTQHOBKHM 1apoJisi Ha JJAHHYIO YUCTHYIO 3aIlHCh.

@ Microsoft TpeGyer, 4TOOBI MOIB30BATEII0 KOTOPOMY HA3HAUCHBI [TPaBa HMIICPCOHATINU3ALIN HE HMEJT OJJHOBPEMEHHO HA3HAYCHHBIX MPaB
AIMHHHCTPATOPA.

Ipu HazHayeHuu poseit nosnp3oparenei Active Directory, He0OX0AUMO BBIOpaTh poib, BEIOpaTh aTpuOyT LDAP U 3a1aTh KpuTepHili COOTBETCTBUSI.

Ione Omnucanue
Pone Poub KoTOpYIO TpEOyeTcs Ha3HAYHNTh
Atpubytsl LDAP  Atpubyt LDAP ncnonbs3yemslii Ui Ha3HAYSHUH POIIH

Coaepxut 3HaueHHe KOTopoe cpaBHUBaeTcst ¢ arpudyTom LDAP B AD st aBTopu3armu

Jlnst 3anonuenust "Atpubytsl LDAP" u "Conepxut" OyneT Hoje3HO y3HATh Kak Ha3HAYalOTCs POJIM MOJIB30BATENSIM IIPH aBTOPH3ALMU B ApXUBA.
ITons3oBarens B Active Directory mmeet MHOkecTBO LDAP aTpn0yToB acCOIMMPOBAHHBIX ¢ HUM. DTH aTpHOYTHI KaK CBOMCTBA MOJIb30BATENs (MM
MoJIb30Batels, rpyma, email u T.71.). Bo Bpemst aBropu3aiuu, Mociie TOro Kak 1moJib30BaTelib ObUT HICHTH(OUIMPOBaH, 3HaYeHue u3 "Atpubdytsl LDAP"
n3Bnekaercs u3 AD, naHHOe 3HaYeHHEe cpaBHUBaeTCs co 3HaueHueM B "Conepxut". Ecin 3HaueHus cOBNAJAOT, TO HA3HAYAETCs POJIb U N10JIb30BATENb
aBTOpU3YyeTCs B ApXUBa.

Jlnst HazHavenust poin Windows noss3oBarento, Beioepute “SAMAccountName” kak "Atpu6ytsl LDAP" 1 BBeauTe UMs [ONIB30BATENS B [OJIE
"Conepxut". [l Ha3HAUCHHS POJIM IPYIIE Mojb30Barenei, Boibepute “memberOf” B "Atpubytst LDAP" u BBequte B "Conepxut" HazHaYaeMoe UM
rpynbl B Active Directory (nanpumep “CN=Enterprise Admins, CN=Users, DC=company, DC=com”).

@ TTomne "Conepxut" Tak-iKe MOHUMACT PEryJLIPHBIC BBIPaXKEHUS I CIOXKHBIX TPeOOBaHUHN K IIA0IOHY COBIIAJICHHSI.

Active Directory:

@]DNS CEpBEp
@BbIHDﬂHRTb DNS 3anpockl CEPBEEPOB
DNS Cepeep IP agpec
DNS caint (onuMoHHD )
Bind DN dc=business,dc=local
Norvd Ha yTerwe LDAP service§@business.local
MNaponk
Active Directory Cepeep Aagpeca business.local (FQDMN:nopT)
Bind Attribute sAMAccountName
Ermail Attribute proxyAddresses
3HaueHne coobwerna SMTP:(.*)
UPN ATpubyT userPrincipalName
UPM 3HadyeHue (.*)
|_INTLM S50 (eauHBId Naponk Ha BX04) @BTOPM3ELNA
HazHauuTh HOBYIO Ponb

* Haznauenwe 0

Ponk| administrator =

Haznauenue poneil nonssceartenam
ATpUby T LDAP Mowuck

Copaep¥ut

JeicTRUA | YaanuTk TPOBEPUTE HOBLIA HOMMH

v CoxXpaHWTs @ OTMena

LDAP arpu0yt Conepxut
memberOf rpymmna B Active Directory CN=Enterprise Admins,CN=Users,DC=company,DC=com

userPrincipalName = jdoe@company.com


https://docs.archiva.ru/download/attachments/1278280/SetComputerPassword.vbs?version=1&modificationDate=1363354678000&api=v2

SAMaccountName  Jdoe

distinguishedName = CN=John Doe,CN=Users,DC=company,DC=com

Bo Bpems 3anonuenus nons "Coxeput", mone3Ho nocMorpers uMeHa LDAP aTpu0yToB u nx 3HadeHus 471 Hoab3oBaTens. it aToro Haxmure "mouck”
U B IMAJIOTOBOM OKHE BBEIHTE JOTHH M MapoJIb [0JIb30BATEs, aTPUOYTHI U 3HAYCHHSI KOTOPOTO BBl XOTUTE IIOCMOTpPETH (Hanmpumep admin@company.com
1 naposib). JlIst mpOCTOro Ha3HAuCHUS POJIH KOHKPETHOMY IT0JI30BATEIII0, IIPOCTO BBIOCPUTE aTpHOYT U 3HAYCHHE U3 OKHA ITOKMCKA, OHU OyIayT
aBTOMATHYECKHU CKOMUpoBaHbl B "Atpudyt LDAP" u "conepxur".

Juanor moucka arpudbyToB He Oyzaet paborats eciu pexum Internet Explorer Enhanced Security Configuration Bkimouen. Beiximtounte Internet
Explorer Enhanced Security Configuration niu ucnons3yiite 6paiizepst Chrome, Firefox ms atux neneit. Uro6sr otkimounts Internet Explorer
Enhanced Security Configuration Mode: B Windows Server 2003, ynanute cootBerctByromuii kommnoneHtT Windows B Add / Remove
Programs. B Windows Server 2008, Ha)xmuTe Ha KOPHEBYIO manky B Server Manager, nepeiiinte K pa3aeiny HHPOPMAIHOHHO 6€30IacCHOCTH U
naxmure kHorky "Configure IE ESC". Boiximtounts 1E ESC i1t agMuHHCTPaTOpOB.

Eciu mouck BO3BpalacT HyCTOﬁ pE3yJibTaT, HABEPHSKA €CTh omubka B Kombnrypaunn. TTocne TOr'0, Kaxk BC€ pOJIM Ha3HAYCHBI BBITIOJIHUTE "TeCTOBBII
JIOTHH" JUISL IPOBEPKH HACTPOCK. Ecnu Bo3HUKIIN HpO6J’[eMLI, noxcanyﬁCTa 06paTI/ITeCI> K pEHICHUIO HpOGHeM aBTOpHU3allUH.

Ecnu Bbl He cMoriy HacTpouTh AD aBTOpH3aLUIO B BallleM OKPYXKEHHH, BO3MOXKHO HACTPOUTH aBTOPH3ALIMIO UCHIONB3Ysl apTopusaiuio LDAP ocHoBanHy10
Ha napossix. s atoro Beioepure LDAP aBropuzanuio, BBeaute "proxyAddresses" B mone "Email Attribute" u "SAMAccountName" B "Bind Attribute".
Tax-xe Bam norpedyercs U3MEHUTb UMs JiornHa. OOparutech B paszues LDAP apropusarnusi.

MynpTHIOMEHHAs aBTOpH3anus: Eciy Bama opraHu3anist IMeeT MHOXKECTBO JOMCHOB, HACTPOHTE ApX¥Ba Ha IIOJKIIIOYCHHE K TII00AIBHOMY
cepBepy KaTtanoros Ha mopt 3268. [ storo, m3menure FQDN nms Bamero cepsepa Active Directory SKBHBaJIeHTHO company.com:3268.
Y nanure Bee 3Havenus B noie "Bind DN".

Tpe6osanus u HacTpoitku Windows st equHoro Bxoja (SSO)

Jliist obecrieueHuns mo-HacToseMy OecriapoibHOi paboTsl, odecrieunBaemMoii BerpoeHHbIM SSO B Windows, HE0OX0IMMO COOIOCTH CIISYIOIINE
TpeGOBaHMs U HACTPOMKH (B IPOTHBHOM CIIydae I10JIb30BaTelII0 OY/IET IPEACTABICHO ANAIOr0BOE OKHO BBOJIA CETEBOTO MApoJIs).:

1. LeneBoe uMs XocTa JI0JKHO OBITH 100aBIIEHO B 30HY Oe3omacHoctH "JlokanbHas uHTpacers'. LleneBoe ums xocta - 3to yacts URL-anpeca ¢
MMEHEM XOCTa B aJIpeCHO CTpoke Opaysepa. DTO ONMHCAaHO jajiee B CIELYIOIEM pasJiere.
2. Ilonb30Barelib JOKEH BOMTH Ha pabouylo CTaHIHIO, UCIIONIb3Ysl CBOM YueTHbIe JaHHble AD DS.

@ IIpumeuanue
KoHe4HO, 3T0 YCIIOBHE MOXKET OBITh BBIIIOIHEHO TOJIBKO B TOM CIIydae, eCIM ONEepalHoHHOI cuctemoii sBisiercst Windows. Eciu

I0JIL30BATENb HE BOIIEI B JOMEH IJIM €CIIH OIlepallioHHas cucTeMa - Mac mim Linux, OyzieT mpecTaBiIeHo AUaIoroBoe OKHO BBOJA
apoJts.

3. Bpaysep momxkeH nomiepkuBath Berpoernyio B Windows ayrentuduxarmuio SSO. bonpinHceTBo 6paysepos, Bkitouas Edge, Chrome u Firefox,
pabotaroux mox ynpasienrnem OC Windows, npocto o6pamiatorcst kK Windows SSPI 1, crienoBaTenbHO, MOITHOCTHIO MOACPKUBAIOT
BerpoeHHbii B Windows SSO.

4. URL-anpec, ncronp3yeMblii UIs IOCEIIEHHS caiiTa, BO3MOXKHO, IOJDKEH OBITh MOJTHBIM HMeHeM xocta DNS min nmenem NetBIOS. CrenunansHoe
ums "localhost" wiu [P-agpecl MoryT paboTaTh He TakK, Kak 0XKHAAIOCH.

ITapametpsl UHTepHETA U TOKaNbHAS 30Ha UHTPACETU

Yroos! knuenTsl Windows MOIIH HHHLIMUPOBATH eHHbIA BX0J, Ms XxocTa mwin npeduxe URL-anpeca neneBoro cepsepa Heo0X0QuMo OyneT J00aBUTH B
HAcTpoHKH 30HbI "JlokanpHast HHTpaceTh" Bcex kineHToB. Haiinute u 3amycrute inetepl.cpl minu Internet Settings, 4T00bI 3aIyCTHTh AUATIOTOBOE OKHO
"CgoiictBa o603peBatens". Beibepure besonacHocts > JlokanbHas uHTpaceTs > Caiitsl > JlononnutenbHo. J{06aBbTe HeneBoii caiiT (Hi1n perysspHoe
BBIpaXKEHHE, COOTBETCTBYIOIIEE 1I€IEBOMY CATy) B 3TOT CIIUCOK. BOT HEKOTOpBIE IPUMEPBI 3HAUCHUH IS 3TOTO CIUCKA:


https://docs.archiva.ru/pages/viewpage.action?pageId=1278187
https://docs.archiva.ru/display/ME/LDAP
http://com:3268
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